Spam, Economics and Democracy

Sender risk can eliminate spam while preserving
free and universal access to anyone at any time

Common anti-spam techniques, at best, put a temporary band-
aid on a festering sore. More typically, they throw out the
baby (freedom to engage a receptive audience) with the bath-
water (spam). An approach is described that thwarts the
economic engine that facilitates spam, while still allowing free
and open communication.

This presentation defines the problem, briefly shows why
existing anti-spam measures are ineffective, and describes a
system based on economic principles which will ultimately
solve the problem in a manner that is acceptable to all parties:
commercial enterprise, officials, and individual users 1
including those who expect a right to privacy and freedom
from interruptive communications.

The Rise of Email: Faster than the Telephone

Email emerged from its academic roots only fifteen years ago.
In this short time, it has surpassed the telephone and the post
office as t he
The speed at which users adopted email seems unlikely. The
telephone, for example, has had a 125-year head start. It
supports two-way conversation (including interruption and
immediate clarification) and the impact of emotion. It also
requires less expensive user equipment and fewer skills.

Rapid adoption of email can be attributed to four benefits,
each a hallmark of the internet in general. Email is free, fast,
simple and democratic. Spam is a side effect of nearly free
transmission and the power of computers to replicate content,
regardless of its relevance to individually addressed recipients.
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Table 1i Most antispamtechniquesnterfere with one or
more of the principal benefits that maeleail popular

Spam fighting techniques run the gamut, but can be divided
into six well-defined categories: filters, lists, challenges,
legislation, sender identification, and payment mechanisms.
Current anti-spam products and services use a combination of
thesermetheds aloreyvithia peegonal list of allowed and blocked
senders. They attempt to combine advantages of each method
while avoiding the interception of desirable mail.

9 Lists and filters try to identify characteristics that are often
associated with legitimate mail. Even if they could do so ac-
curately, they apply community censorship to personal mail.

9 Challenge-response delays legitimate mail and purchase
receipts, search agents, newsletters, and shipment data.

9 Legislation and bounties are like prohibition. The economic
incentives of spam render the legal deterrent ineffective.f

9 Sender identification requires a massive international regis-
try to be effective. It punishes new domains and email ad-

Email is the only medium in which
anyone can initiate contact with
anyone else, without cost, com-
plexity, concern for geography, time | Wi t h
zones or obstacles erected by
governments and communities. But
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free and universal access between strangers brings a deluge of
irrelevant contact. Recipients can erect filters against the
onslaught of spam, but the ideal solution requires no effort by
either party, and blocks only messages that would irritate a
recipient, if he were to know the content.

Existing Practice: Intuitive approaches are Ineffective

Existing anti-spam schemes interfere with one or more of
these fundamental benefits. f

table for past behavior of providers
or other domains using the provider.
It unnecessarily strips anonymity, yet
it has no bearing on the relevance or
urgency of a message. Even if widely
adopted, sender ID schemes will fail

to stem the onslaught of spam.

1 Payment schemes conflict with free access and the origins
of the internet as champion of a level playing field. Of
course, recipients have a right to restrict access, but even if
fees could be levied only upon senders of unsolicited com-
mercial mail, a preferable method allows unfettered contact
by unrecognized senders who can tangibly demonstrate that
their message would be desired by each addressed recipient.
Such a system can be easily implemented by placing the
sender at financial risk.



Filters and lists are defensive in nature. That is, they provide a
mechanism for blocki ng mai | based
rather than guaranteeing delivery based on positive criteria.
Therein lies a problem. When used in combination, the indi-
vidual advantages of each approach are not additive. In fact,
the disadvantages multiply. Additionally, the techniques inter-
fere with one or more of the principal benefits of email. ?

Challenge-response, identification, and payment mechanisms
attempt to legitimize a message or its source rather than block
it, but they address the wrong problems.

Spam: A Universal Definition

To thwart spam, we must first agree on a definition, and then
determine what facilitates abusive behavior on the part of
spammers. Few people agree on a definition. Most people as-
sociate spam with mail that is unsolicited, commercial or sent
in bulk. Yet they acknowledge that desirable mail often has
one or more of these characteristics. The real bane of email is
not that a message is commercial or sent by a stranger, or even
that it was sent by someone without a verifiable reputation. A
much more basic definition can lead to an effective method of
dealing with it:

Spam is any message that you wish frad not received

Spam, then, could be any message that is irritating, harassing
or simply irrelevant. But in any case, it is characterized by the
fact that an individual recipient personally found it to be
personally objectionable. This simple definition leads to a very
simple logical construct:

9 Spam is undesirable mail
1 Undesirable mail is a product of poor targeting
9 Poor targeting is encouraged by economic incentives

9 Solution: Create an economic disincentive

Conflicting Goals: Simplicity and Custoipation

There is a growing awareness among all sectors i government,
email providers and users i that an effective solution to spam
must contain a strong economic deterrent. But simply crafting
an economic solution will not ensure its adoption. Widespread
adoption of an economic spam deterrent requires that it also be
practical. Like email itself, a mass-market mechanism to stop
spam must be affordable and demand little or no configuration
and user training.

Finally, in addition to being inexpensive and simple, a spam
solution must effect a deeply personal decisioni the extraction
of desirable contact from that which is irrelevant. You may not
be searching for a discount hotel in the Caribbean this week,
but someone else is. Even a very popular spam topic, like
Viagra, must be discussed between doctors and their patients.
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Effective anti-spam it must be tailored to the individual needs

Aafi erecipidnts wwéthibut cequirihge trainiag and  without

compromising the privacy of its users.

Simplicity and end-user customization: Two conflicting goals
must be satisfied to make a solution practical.

Correcting Behavior: Make Senders Responsible

Proponents of sender identification claim that spam will dry
up if senders are identified or at least forced to use genuine
and traceable e-mail addresses. The phone company uses such
a A Cal method todayp dhey routinely intercept messa-
ges that lack Caller ID for recipients who choose to screen
calls. But the phone number of an unrecognized caller says
nothing about the relevance and timeliness of the message
content to the needs of the recipient. The call could be from a
relative in a hospital or from a marketer with no better demo-
graphic data then a phone book. The only reason we are not
swamped by thousands of untargeted phone calls each day is
because of the cost and effort associated with each call. |

Suppose, instead, the intercept message said this:

fiYour Caller ID is not recognized by the party you
have dialed. If you complete the call and the recipient
finds your contact undesirable, they may press *77.
Thiswiladd a $2 fee to your

In the above scenario, *77 as an fiinterrup t
it says Al found your messag® be irritating, harassing or
irrelevant, and so Will prod you toeither refine youaddress
l'ist or
voluntary sender liability applied to e-mail, recipients rarely
use their power to penalize senders. Instead, filtering occurs in
the mind (and the pocketbook) of the sender.

Spammers send their drudge to audiences that are both large
and poorly targeted. But they abandon those recipients who
demand such a bargain. A properly implemented system
ensures that known addresses are exempted from the process
and that methods for senders to put up money are trivial and
trusted. Such a design facilitates adoption.

Mo st i mp o rsendenat-riskp , miofatitdtel com-
merce. It allows marketers to reach prospective clients if they
are willing to back up their claim of individual relevance.

Economics 101: Correcting the Imbalance

The successful solution admits messages based not on content,
but on the value of the content to the individual recipient, and
the intangible cost associated with interrupting him. The con-
struct of such a system would seem a fantasy, especially when
you consider that it must be automated, personalized, accurate,
self-adjusting, transparent, and virtually without cost.
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A sender-at-risk solution to spam that meets these criteria is
gaining momentum. It is backed by cryptographic authentica-
tion, but unlike other identification schemes, digital signatures
identify the cash at risk, and not necessarily the sender or
service provider. It leaves desirable email free while making
the irritation of strangers too costly for senders who are not
certain that their mail is invited i or otherwise welcome.

While not obvious, such a system is trivial to build. It
embodies the same economic principles that deter spam in
every other medium used for commerce, but without imposing
a cost on email, which can remain free. The method represents
much more than a perfect solution to Spam. Rather than just
retarding poorly targeted commerce, it invites desirable
contact i when and how a recipient desires it.

It can transform email, phone, fax, and text messaging into a
tool that attracts personally desirable information. Information
that you want.Not just from friends and pre-subscribed
sources, but from all sources that can demonstrate confidence
in the appropriateness of their message for each addressed
recipient. Just as individuals look forward toward their
favorite trade magazine, email can be an anticipated pleasure.
With the power and ubiquitous nature of the internet, the
content will not be all about gardening or model airplanes; it
will be all about you

Magazines and television are inherently expensive. Email and
other forms of electronic messaging are inexpensive. Content
cannotonlybetail or ed, the delivery
costly to either party T not to the sender in dollar and cents and
not to the recipient in time lost to unwelcome interruption.

Privacy advocates at Vanquish Inc have demonstrated a ser-
vice and an appliance that satisfy these criteria simply and
effectively. Readers of this compendium can put it to work on
their personal email address immediately.l It preserves all
aspects of a free and open communications network while
guaranteeing that recipients will be satisfied with each
message, even those from strangers:

sender
r med,

TPreserves
cash is confi

privacy
but

9 Does not require widespread adoption to be effective

9 Results in a satisfied recipient i or a recipient who has
been compensated for his inconvenience

9 Does not require replacing SMTP or other standards

9 Preserves the benefits of email: it remains simple,
inexpensive, instantaneous, and democratic for senders
T but not for spammers.

Three Economic Approaches: RiskBeats Payment

Three vendors are at the forefront of the search for an
economic solution to Spam. Each offers a different approach,
but ultimately only one will be effective &
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fee when mailing to users of participating email services, if the
addressed recipient has not previously waived payment for
that sender. The model has two significant design flaws

9 The fee is paid to a 3rd party rather than the recipient.

1 The fee is paid even if the recipient enjoys the message.

Even if the vendor could levy fees only on senders with a
marketing agenda (an impossible distinction and one that
shouldn 6 t be
they impose a cost
on a medium that
does not embody an
inherently costly mechanism. This punishes unrecognized
senders, and mail that is commercial, automated, or sent in
bulk 7 even if the content is perfectly acceptable to the re-
cipient. This chilling impact on free access can be avoided by
a system that permits recipients to instantly and irrefutably
penalize any unwelcome message. The result is not a system
of penalties but rather a system of deterrence.

nftoomawants
i Stewart Brand. 1984
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il o offers a program of
legitimacy upon senders of bulk mail (customers who
purchase their commercial mail servers). With the bond as a

clientds mail past fil
receives a high number of complaints, money deposited by the
sender is paid to a charity or other third party.

As with filters, this filter-bypass system empowers third
parties, not recipients, to determine what flows into inboxes.
Recipients have little say in what they receive, except to
complainf More importantly, collected funds are not the
property of the irritated

is the assumption that desirable contact can be gauged by
impersonal collective complaints or statistical metrics. Finally,
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existing norms. In an ideal system, the past behavior of all
parties is irrelevant. What matters is the earnest money that a
sender is willing to risk. It is the only certain demonstration
that he or she has researched and respects the individual
preferences of each targeted recipient in a given mailing.

A better implementation would not collect postage unless a
recipient deems a message irritating or irrelevant. That de-
cision would automatically set the risk requirement for other
senders. Most importantly, if a recipient seizes the money;, it is
his to keep.



Company #AVO

For the past 2 years, Vanquish Inc of Marlborough MA tested
bonded email that empowers recipients to collect from
unrecognized senders instantly and effortlessly. Individuals
from 16 countries and 100 ISPs inspected all incoming email
for bonds and additionally bonded all of their outbound mail.
More than 2 million messages were passed between senders
who incorporate the bond and recipients who were empowered
to recognize and seize payments. A feedback mechanism
allowed senders to avoid sending to recipients who penalize a
high percentage of sender bonds. Despite an audience that was
skewed toward the most ardent advocates of privacy, no
penalties were issued throughout the test.[§

Interrupt Value: Senders Bid for Your Attention

There is little doubt that a small cash risk associated with each
message would effectively shut down the most egregious
spammers. But in practice, it would only change the nature of
the spam. Economic models demonstrate that solicitations for
higher value services would backfill the channel with equally
untargeted pitches and in the same quantities.l Recipients
would be afraid to raise their cash-risk barrier, because it
would dissuade desirable contact.

An ideal system must not only accommodate different cash-
risk demands for every user i it must also adjust dynamically
to the needs of each user and how valuable their time is from
day to day. Finally, it must do so without demanding that the
protected recipient guess the monetary value of their attention.

How high a barrier should one erect against unsolicited
contact? A barrier set too high discourages relevant and
interesting mail. Set the barrier too low, and marketers have
no incentive to refine their mailing list. Fortunately, email
recipients neednot gues sca
tions. Implemented correctly, an economic system pushes the
work back to the sender. In effect, feedback mechanisms play
a much bigger role than preventing unfair seizure. They take
the guesswork out of placing a monetary value on time.

A bid-for-attention feedback mechanism creates an effective
process in which the
ent is automatically calculated based on the quantity and

at
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Of course, this mechanism raises the question of how much
interruption to all ow.
easier than experimenting with monetary values because it is
equal to the number of desirable messages your legacy spam
filters had blocked in a typical day. Set the interrupt allowance
too high and poorly targeted messages get through. Lower it,
and continue to receive the unsolicited messages that are
interesting and relevant. Most email users are surprised to find
that the right value never discourages relevant contact, and yet
consistently blocks messages that they would personally find
undesirable.

A sender risk mechanism with a feedback system and a bid-
ding process may sound complex, but it can be transparent to
both senders and recipients. These processes are already at the
heart of every other communications medium. They result in a
dynamic mechanism that converts the intangible value of
interrupting each individual recipient into cash risk. It is the
only solution that guarantees free speech while making
irrelevant contact unprofitable. For protected recipients, only
two outcomes are possible: they will personally desire
receiving their mail or they will be wealthy. Wealth is a un-
likely outcome, because the decision to send desirable mail is
made by the sender based on his or her confidence in knowing
the interests of the recipient.

Stretching the Bond

How much money must be at risk by a typical sender to signal
gateways at the recipient mail provider that the message is not
spam? Surprisingly little! A $2 bond may be sufficient
indefinitely. The amount is small enough that it could be
bundled with a package of other services, making it
unnecessary to even ask users to put money at risk. With such
a small amount at stake, the system would appear to be open
for abuse. But together, several desiqn factors make a small .
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expensive for participants

Senders are liable only to recipients who are newly contacted,
able to detect a bond, and only for 72 hours. At present, the
default risk associated with unsolicited email is US 5¢, an
amount that has been sufficient to stocp pam while still being
enbu@h 1 Cadoid Orrightehifly fE\

commercial senders. A $2 bond covers

end® "arfy t dgsi?alglee d

confidence of unrecognized senders who
seek to reach him. The recipient specifies a
number of permissible interruptions
(typically this is set to be the number of
desirable messages that were incorrectly

Bid-for-attention A feedback mechanisr
i n whichupgtvalee Gii ot

dual recipent is autanatically adjusted
based orthe number and confidence g

strargers who seek to reach him.

the liability associated with 40
messages. But the nickel is only frozen
for messages that meet three conditions:
The message was sent to a stranger, the
stranger can test for its presence, and

intercepted by classic filters). This thresh-
old for unsolicited contact, along with his popularity as a
target, is translated into the instantaneous value of his time.
This, in turn, factors into the behavior of senders. Those with

the most confidence in their ability to escape therec i pi ent S

wrath do not fear the process. But senders without intimate
knowledge of a recipient demanding such a cash guarantee of
relevance would never attach the risk to their message.

iai

only for messages sent within the past
72 hours. Ultimately, the only senders who must add to their
bond are either bulk mailers or individual senders who
frequently irritate addressed recipients. That is, the bulk mailer
eases his available bond to cover a large mailing to new
customer prospects while the penalized individual sender
replenishes his bond to replace money seized by recipients.
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How is it that a sender is liable only for messages sent to
strangers? If the person targeted by a sender has previously
sent mail to that sender or engaged in a web site transaction,
the token embedded by the sender is converted from a cash

bond i nto ai aidibitalisignatureBhat prdves a
message is from a previously
cash at risk unless a recipient revokes the trus t and it

even identify the sender. Instead, it offers digital evidence of
t he par t imenicdiionpanadghe factthamtrihe recipient
did not previously choose to penalize the sender. As adoptlon

priately and the channel is funded by the senders who generate
the traffic. Recipients are well informed and happy.

A refinement of the Vanquish model allows a sender to embed
a small payment to the recipient ISP as an incentive to inspect
arriving mail for a bond. This fee, say %¢ is not sufficient to
assureutise tISP dhat she medsage is suited to maehetadgetedl
redippest.sButbthte larger cash bond (also embedded in the
message) offers such a guarantee. The result: the sender has an
engaged the recipient with a clean channel; the ISP funds the
bUI|d out of hIS distribution channeli just like any publisher;

—

spreads, senders g
Bondedd recipients
individually waive the right to penalize
trusted senders AfAu

A Trust Bond does not necessarlly |de
tify the sender. Instead, it digital evi
dence of personally acceptable conduc]

fiarid rtha sustomer receives only relevant
p icoatattt Fsom a marketing standpoint, the
cost of acquisition is far lower than any
b dther medium and with an ability to

Beyond Anti-Spam: Funding the infrastructure

So far, we have addressed spam only as a drain on the
resources of email recipients. However, there are two other
parties to the transaction who suffer at enormous cost:
Legitimate business senders whose bulk and automated mail is
intercepted and ISPs who deal with the bandwidth and the
customer dissatisfaction of both spam and of incoming mail
lost to spam filters.

Every communications medium is a vehicle for commerce:
magazines, newspapers, television and phone. With the excep-
tion of email, advertisers pay for distribution of both their
commercial message and editorial or entertainment content.
Often, subscriber fees

A ¥ page ad in the Sunday New York Times costs $30,000.[
Advertisers dondt expect
barrier to entry forces commercial senders to carefully con-
sider readership demographics and the placement of their
message into the appropriate section. The cost also assures an
engaged reader but keeping the channel free of chafe. This

same economic friction sets apart CBS from CB radio.

But unlike these other communications media, email presents
no barriers to the senderd even when a message is delivered
to a million recipients. No actors, no production, no postage,
no fuss. Not even an incentive to research market demo-
graphics or demonstrate concern for the burden placed on the
rest of the channel Wh y

response in a hundred thousand generates a profit. But free
access for all comers creates a very costly problem for the
legitimate commercial sender. The ones that demonstrate
respect for the time and resources of each addressed recipient.

Despite its wealth of instant information, the internet lacks the
friction of sender payment. As a result, ISPs i the independent
delivery agents i are near bankruptcy and users are inundated
with irrelevant contact). The sender-pay model has two
effects: the sender has an incentive to target messages appro-

donodt
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better measure response and refine both content and targeting.

The optional mechanism of a small cash payment by senders 1
only for the portion of their mailing list that is newly contacted
recipients i also creates a natural adoption vehicle for this
novel approach. As long as the bulk sender can identify a few
ISPs that have blocked large numbers of messages in the past,
this arrangement of pay-for-bond inspection does not require a
critical mass outside of the agreement.

Conclusion

A truly democratic email system allows each individual to
pursue his or her interests while remaining accessible to those
with similar interests. The problem with Viagra, mortgages
and egen pormograpkyris ndt thaepeogld santetimes beardh foro n
these things on the internet. The problem is that these things
are searching for youA lack of economic incentives makes

The most important benefit conveyed by a properly designed
system of sender liability is that it enhances the value of an
email address over time. With all other anti-spam methods, an
email address loses its value over timed as it is harvested by
spammers. Eventually, users retire addresses or create separate
addresses for commerce, newsgroups or other public venues.
Gradually, they have less and less time to check for mail at
these unguarded addresses, because so much of it is irrelevant.
When unrecognized senders are held accountable, there is no
need to hide an email address. Instead, the more it is dissemi

attractsi especially from strangers who are willing to demon-
strate such high confidence in the individuals they target.

Vanquish has crafted a pure economic solution that leaves
email free, fast, simple and democratic. Only spammers will
fear the mechanism of voluntary financial liability. Careful
commercial senders recognize the value of a clean channel in
which they can engage willing recipients only.

Philip Raymond is CEO of Vanquish IncMassachusetts argpam
think tank (www.vanquish.com). Send festk to cdt@vanquish.com
Empower your email address at www.vgme.com.
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Worldwide Email Server Software Markets. Frost and Sullivan. March 1, 1999.

Legislation can be evaded by jurisdiction, the cost and complexity of tracking, and the ease of demonstrating a plausible relationship. The prospect
of draconian penalties is more likely to suppress mailings by the most legitimate and desirable commercial senders.

These are reviewed in Table 1 and the paragraph that precedes Table 1.

An expanded comparison of anti-spam technologies is available at www.vanquish.com/whitepaper/

Table 1 shows the effect of different anti-spam technologies on each of the key benefits that led to the widespread adoption of email.

AYRES, IAN & NALEBUFF, BARRY. Want to Call Me? Pay MeWall Street Journal, Oct 8, 2003

www.vgme.com T Readers may experiment with up to 5 email addresses without charge. Access clean email from any PC, even without software.
WETZzEL REBECCA. Spam Fighting Business Mod&lgVho Wins, Who LoseBusiness Communications Review, Apr 2004

VAN ALSTYNE, MARSHALL et al. Information Asymetry and Thwarting Spanuniversity of Michigan, 2004

10 BETA-1 AND BETA-2 Vanquish Pro (software) and vgME (a web service). January 2003~January 2005

11 2004 AbverTisiNGg RATE CarD, New York Times, http:/www.nytadvertising.com/was/files/others/2004_Rate_Book_PDF_Auto.pdf. Cost depends

on regional/national editions, number of insertions, and the use of optional color.
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This page expands on the shortcomings of variousspatin techniques.
It will be referencedat Vanquishweb sitei notin the body of this article.

Lists & Filters: Ineffective

Allow and Block lists fall into two categories: community or personal. Community lists are not personal. They assume thatever y one 6 s
interest conform to a community standard. They discriminate against domains and channels rather than content. Personal lists act after

the fact and are difficult to maintain. Filters try to identify content, but this task is not suited to automation. Programs cannot grasp
complex social environments. To be effective, they woul d have itcanmpar Bisodhera r €
current interests against the shifting backdrop of interests, morals, and schedule.

Bayesian filters are automated in that they learn about individual users by adapting throughout normal use. This makes it appear that
customization is unnecessary. But to be effective, the user must receive spam and then take action to train the filter. The process is not
transparent and additionally, it is not very effective. Despite the ephemeral attraction to filters ( | know spam when |
my PC reject it before | see it2he task is not suited to automation or to the faceless decisions of a distributed network. Filters simply
dond6t wor k.

Challenge Response: Delays Legitimate Mail. Blocks Automated Mail

Challenge-response methods delay legitimate mail and do not admit important mail that is automated or sent in bulk. Like every other
method T including payment for email to strangers i it punishes legitimate senders.

Legislation and Bouties: Inappropriate

The threat of legal action (e.g. Can Spam) has proved folly. The miniscule return from an untargeted mailing provides an attractive
incentive to hucksters. They are shielded by international boundaries, untraceable affiliate connections, the cost of litigation, and the
ease with which they could claim a prior relationship with the recipient. But the threat of legal action is not hollow. The unintended
effect of spam legislation is the fear that such laws instill in legitimate marketers, who can be lured into a relationship only to be
served with a costly action.

Sender ID: False Panacea

The identification of a sender or his email service is the latest fad. On the surface, it seems like it should be a powerful deterrent to
frivolous contact. It is not. SPF/Caller 1D have been swiftly embraced by spammers. In practice, it suffers from three shortcomings:

1. Internet domains sell for $5 per year. New email addresses are created and retired every day making it impractical to treat every
new addresses with suspicion. ISPs frequently change ownership, upstream providers, and even domains. Many people create
disposable addresses for every transaction. Even if spam were to end today, this practice has advantages and is likely to continue.

2. The identification of a visitor has little bearing on the value of his message to the intended recipient. Even if sender ID schemes
were infallible, a senator or head of state would not wish to be pulled from a meeting forever y vi si tor t hat [
license. The real question is how relevant and urgent is the message 7 and not the identity of the messenger.

3. There are legitimate reasons to communicate without identification. The free exchange of opinions are often stifled by forced
disclosure. Even in the most repressive society, it is not necessary to present a passport when mailing a letter.

Paid Email: An Economic Sledgehammer

Pay-to-play schemes conflict with free speech and the origins of the internet as champion of a level playing field. Even if payment

could be restricted to senders of unsolicited commercial mail (both unlikely and devastating to commercial contact that recipients

desire), a preferable method would allow contact by any unrecognized sender if the contact could tangibly demonstrate that the
message is personally desired by each recipient.
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Sender risk is the only embodiment of payment mechanisms that guarantees such an outcome. For each protected recipient, only two
outcomes are possible: they will personally desire receiving their mail or they will be wealthy. Wealth is a unlikely outcome, because
the decision to send desirable mail is made by the sender based on his or her confidence in knowing the interests of the recipient.

With each method there is a technology cat-and-mouse game with spammers. And with each technology, the real problem is admitting
rather than screeningWe all want an aggressive filter, but we cannot tolerate the interception of an important message. If an alternate
mechanism could positively identify legitimate mail, we would readily accept automated bouncers at our gateway or mail reader.
Eventually, the bouncers will simplyb | o c k ma i |carry chbadge ofdegitenszatian.t
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